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1. PURPOSE. This advisory circular (AC) provides guidance on how to comply with
the requirements of the Federal Aviation Regulations (FAR) relating to protection
of aircraft electrical systems from the effects of lightning. It describes
acceptable methods of compliance with the regulations applicable to all
categories of airplanes and rotorcraft. This material is advisory in nature; it
is not mandatory. Applicants for Federal Aviation Administration approval may
elect to demonstrate compiiance through alternative methods found acceptable by
the FAA.

2. SCOPE. This AC provides guidance for a means of showing compliance with the
regulations for protection against hazards caused by the lightning environment to
flight critical/essential electrical/electronic systems installed either on or
within aircraft. This document incorporates information and references relevant
to providing: (1) acceptance criteria/protection levels, (2) protection
(hardening approaches) against the indirect effects of lightning, and (3)
verification methods. Equipment hazards addressed include those due to indirect
effects on equipment and its associated wiring that is mounted on the aircraft
exterior as well as indirect effects on equipment and its associated wiring
located within the aircraft interior. This document applies to new aircraft and
equipment designs, modifications of existing aircraft or equipment, and
applications of existing (off the shelf) equipment on new aircraft. Applicable
subsystems addressed include, but are not limited to, power distribution and
generating equipment, electronic and electromechanical devices, electronic engine
and flight controls as well as associated interconnecting wiring and/or cables.

Note: This AC does not address direct effects such as burning, eroding or
blasting of aircraft structure nor does it address fuel ignition hazards.
Fuel ignition hazards are addressed in AC-20-53 (latest revision),
"Protection of Aircraft Fuel Systems against Fuel Vapor Ignition Due to
Lightning."

3. RELATED FAR SECTIONS. Parts 23, 25, 27, & 29; Sections .581, .610, .867,
.901, .903, .954, .1301, .1309, .1315 (pending) and .1431 (as applicable).
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4. RELATED READING MATERIAL. A comprehensive discussion on the material in this
advisory circular, with additional nonregulatory guidance information, is
available in the following document: User’s Manual for AC 20-XX, "Protection of
Aircraft Electrical/Electronic Systems Against the Indirect Effects of
Lightning," Report Number DOT/FAA/CT-88/1 (to be issued).

Test procedures and test conditions applicable to airborne equipment can be
found in Radio Technical Commission for Aeronautics (RTCA) Document DO-160
(Tatest revision), "Environmental Conditions and Test Procedures for Airborne

- Equipment,” Section 22, "Lightning Induced Transient Susceptibility.” A copy of
this document can be obtained from the RTCA, One McPherson Square, Suite 500,
1425 K Street Northwest, Washington, D.C. 20005.

y f//%%z

Ac;ting Director
Aircraft Certification Service
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1. BACKGROUND.

a. Concern for the vulnerability of aircraft flight critical/essential
systems to atmospheric electricity hazards has increased substantially. Aircraft
which utilize an increasing number of electrical/electronic systems are currently
being, and will continue to be certified. Two significant factors that have
contributed to this increased concern are:

(1) Widespread use of sensitive electronics to perform flight
critical/flight essential functions, and

(2) Reduced electromagnetic shielding afforded aircraft systems by
advanced technology airframe materials.

b. Atmospheric electricity interaction with an aircraft can result in
numerous problems. For the case of lightning, physical damage (direct effects)

can result from a lightning attachment to the aircraft. Additional effects may
result when the fast changing electromagnetic fields produced by a direct strike
couples voltage and current transients into the electrical/electronic equipment
or components. These transients can be produced by electromagnetic field
penetration into the aircraft interior or by structural IR (current times
resistance) voltage rises due to current flow on the aircraft, and are referred
to as indirect effects.

c. The trend toward increased reliance on electrical/electronic systems for
flight and engine control functions, navigation, and instrumentation requires
that effective lightning protection measures be designed and incorporated into
these systems. Reliance upon redundancy as a -sole means of protection against
lightning effects is generally not adequate because the electromagnetic fields
and structural IR voltages can interact concurrently with all electrical wiring
aboard an aircraft.

2. DEFINITIONS. See Appendix I for list of definitions.

3. APPROACHES TO COMPLIANCE. The following seven (7) activities are elements of
an iterative process for designing and verifying protection of aircraft
electrical/electronic systems against the effects of lightning. The particular
order of activities addressed, and the iterative application of the elements
appropriate for a particular situation, is left to the applicant and strict
adherence to the particular ordering of the elements in the list is not intended.

ELEMENTS OF LIGHTNING PROTECTION DESIGN AND VERIFICATION
Determine the lightning strike zones for the aircraft.
Establish the external lightning envifonment for the zones.
Establish the internal environment.

Identify aircraft flight critical/essential systems,
equipments, and locations on or within the aircraft.

Establish transient control levels (TCL) and equipment transient
design levels (ETDL).

Par 1 _ ' 1
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Design protection.
Verify protection adequacy.
The elements are described in more detail in paragraphs a. through g.

a. Determine the lightning strike zones for the aircraft. The
characteristics of currents entering the aircraft vary according to the
attachment point locations on the aircraft. To establish the lightning
characteristics appropriate for different portions of the aircraft, lightning
strike zones have been defined as follows:

(1) Zone 1A: Initial attachment point with low possibility of lightning
channel hang-on.

(2) Zone 1B: Initial attachment point with high possibility of lightning
channel hang-on.

(3) Zone 2A: A swept stroke zone with low possibility of lightning
channel hang-on.

(4) Zone 2B: A swept stroke zone with high possibility of lightning
channel hang-on.

(5) Zone 3: Those portions of the aircraft that lie within or between
the other zones, which may carry substantial amounts of electrical current by
conduction between areas of direct or swept stroke attachment points.

- Zones are the means by which the external environment is applied to
theaircraft. The locations of these zones on any aircraft are dependent on the
aircraft’s geometry, materials and operational factors, and often vary from one
aircraft to another; therefore, a determination must be made for each aircraft
configuration. Guidance for location of the strike zones on particular aircraft
is given in Appendix II.

b. Establish the external lightning environment for the zones. The external
lightning environment is a consequence of the interaction of the Tightning flash
with the exterior of the aircraft. The external environment is represented by
the 1ightning current compenents at the aircraft surface as defined by the
synthesized waveforms in Appendix III. Application of the various current
waveforms with respect to the zones described above is noted in Table 1 of
Appendix IIT.

Current flow paths through the airframe and around apertures are derived
from aircraft 1ightning zones. Zones 1 and 2 define where lightning is likely to
attach, and, as a result, the entrance and exit points for current flow through
the vehicle. By definition, Zone 3 areas carry lightning current flow between
pairs of direct or swept stroke lightning attachment points. Therefore, design
and analysis using Zone 3 current levels as the external environment is generally
acceptable.

c. Establish the internal environment. The internal lightning environment,
which is produced by the external environment, is a result of current flow
through the airframe and the penetration of electromagnetic fields. The fields
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and structural IR voltages constitute that portion of the internal lightning
environment that causes the voltages and currents on interconnecting wiring
which, in turn, appear at equipment interfaces. In some cases, electromagnetic
fields within the aircraft may penetrate equipment enclosures and compromise
system operation. A further discussion of lightning interaction with
electrical/electronic systems is given in Paragraph 4.

d. Identify the aircraft flight critical/essential systems and equipment,
and their locations on or within. the aircraft.

(1) Identify the aircraft systems and/or 1ine replaceable units (LRU)
that may be affected by lightning, and whose proper operation is critical or
essential to the operation of the aircraft. Determine equipment locations within
the aircraft and the routing of wiring between LRUs.

(2) Determine if any of the critical/essential system(s) and
equipment(s) could be damaged by direct lightning effects. Equipment mounted
outside the protective structure of the aircraft should be protected from both
the direct and indirect effects of lightning.

e. Establish TCL and ETDL. For each critical/essential system, determine
the 1ightning induced voltage and current waveforms and maximum amplitudes that
can appear at the electrical/electronic equipment interfaces. In many cases, the
induced transients will be defined in terms of the open circuit voltage (e ) and
the short circuit current (i ) appearing at wiring/equipment interfaces. Fhe
"e" and "i" will be related Ey the source impedances (i.e., loop impedance) of
interconnecting wiring, and there may be different levels determined for
different circuit functions or operating voltages. A discussion concerning the
voltages and currents that can be induced by 1ightning is given in Paragraph 4.
After determining the actual waveforms and amplitudes expected to appear in
particular systems, the waveforms/levels defined in Appendix IV may be utilized
to establish TCL and ETDL for systems and equipment protection.

The equipment transient susceptibility level is the amplitude of voltage or
current which, when applied to the equipment, will result in damage or upset,
such that the equipment can no longer perform its intended function.. This Tlevel
need not be quantified, but it will be higher than the ETDL, which represents the
amplitude of voltage and/or current that the equipment is required to withstand
or tolerate and remain operational (e.g., no damage or systems functional upset).
The ETDL, in turn, will be set higher than the maximum amplitude of transients
that are allowed to occur at equipment interfaces, which is called the TCL. The
relationship between transient control, equipment transient design and
susceptibility Tevels is illustrated in Figure 1. The ETDL is usually stated in
the specifications for electrical/electronic equipment and constitutes a
qualification test level for this equipment.
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Since ETDL are typically presented by use of these standardized require-
ments, their use greatly simplifies protection evaluation. Normally, the trans-
ient control and design levels will be established by the airframe manufacturer
or system integrator, who will compare the penalties of vehicle or
interconnecting wiring protection with those of equipment hardening to establish
the most efficient levels.

Appendix IV contains standardized definitions of induced voltage and current
waveforms and amplitudes that are representative of transients that appear at
equipment interfaces. Equipment transient design levels may be selected from
among the amplitude levels presented; with acceptable margins, the TCL can then
be defined.

f. Design protection. To minimize the possibility of upset or damage, the
ETDL should be higher-than the TCL allowed to appear at equipment interfaces. In
cases where the TCL plus the defined margin exceeds the transient design level,
additional protection must be provided. This can be achieved by one or more of -
the following approaches:

(1) Reducing the TCL by reducing the actual transients.appearing at
equipment interfaces through design considerations (e.g. improvements in wire
routing, cable and equipment shielding).

(2) Raising the ETDL by providing sufficient immunity within each piece
of equipment.

(3) Providing terminal protection devices such as avalanche diodes,
varistors and filters.

The approach is to optimize the use of installation design techniques,
equipment immunity, and protective devices. Equipment immunity is ideally
achieved through circuit/software designs that provide sufficient inherent
immunity so that reliance on dedicated protection devices can be minimized.

g. Verify protection adequacy. Verify the adequacy of the protection
design(s) by demonstrating that the actual transient levels appearing at
wiring/equipment interfaces do not exceed the established TCL, and that the
equipment can tolerate the ETDL.

(1) Verification may be accomplished by demonstrating similarity with
previously proven installed systems and/or equipment, by tests, or by analysis.
Appropriate margins to account for uncertainties in the verification techniques
may be required as discussed in Paragraph 5. Developmental test data may be used
for certification when properly documented and coordinated with the appropriate
FAA Aircraft Certification Office.

Note: Except for standard design/installation items which have a history of
acceptability, any new system(s), design, or unique installation should
follow the additional guidelines provided herein to ensure certification
compliance can be accomplished.

(2) Experience has shown, particularly on aircraft with novel and/or

complex systems, that discussion of the preparation and the submittal of a
certification plan early in the program. is desirable. Federal Aviation
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Administration concurrence of this certification plan should also be obtained.
This plan is beneficial to both the applicant and the FAA because it identifies
and defines an acceptable resolution of the critical issues early in the
certification process. It should be understood that, as the process proceeds,
analysis or test results may warrant modifications in protection design and/or
verification methods. As necessary, when significant changes occur, the plan
should be updated. The plan should include the following items:

(i) A description of the system(s), its installation configuration
including any unusual or unique features, the operational aspects being
addressed, zone locations, lightning env1ronment protection design level(s) and
approaches

(i1) A description of the method to be used to verify protection
effectiveness. Typically, the verification method includes a combination of
analytical procedures and tests. If analytical procedures are used, the
methodology for verification of these procedures should be described. For
further discussion see Paragraph 6.

(iii) The pass/fail criteria should be identified and will apply to
testing and analysis of lightning protection of electrical/electronic equipment
and systems, as follows:

(A) The ETDL should be specified.
(B) The TCL should be specified.
(C) The margin between ETDL and TCL should be defined.

(D) Interference with analog or digital data due to the
transients associated with multiple strokes and the multiple burst aspect of the
external environment should not endanger safety of flight.

(E) Flight safety should not be endangered by direct attachment
of the lightning channel to exposed system components. Coverings (fairing, skin,
cowl, etc.) should normally prevent direct attachment of the lightning channel to
underlying system components. However, if a direct lightning strike attachment
to a system component can occur, a complete evaluation of both direct and
indirect effects will be necessary.

Note: For (A), (B), (C), (D), and (E) above, upset effects on system perform-
ance and flight safety should consider parameters such as time duration of
upset, the effects of upset on the operation of the system, and the time of
occurrence during the various flight modes of the aircraft. If there is no
upset or if the functional upset is innocuous, then further design
considerations are unnecessary. However, all observed upsets should be
recorded and coordinated with the FAA. If a functional upset is not
acceptable, then an improvement in the design, as described in Paragraph 3f,

is necessary.

(iv) Test plans. When tests are to be a part of the certification
process, plans for each test should be prepared which describe or include the
following: Purpose of the test; production or test article to be utilized;
article configuration; test draw1ng, as required; method of installation that
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simulates the production installation; applicable 1ightning zone(s); 1lightning
simulation method; test voltage or current waveforms to be used; diagnostic
methods, pass/fail criteria, and the appropriate schedule(s) and Tocation(s) of
proposed test(s). ,

(v) Testing sequence. The following procedural steps should be
taken:
(A) Obtain FAA concurrence that the test plan is adequate.

(B) Obtain FAA detail part conformity of the test article and
installation conformity of the test setup, as applicable.

Note: Parts conformity and installation conformity should be judged from the
viewpoint of similarity to the production parts and installation. Development
parts and simulated installations are acceptable provided they can be shown to
adequately represent the electrical and mechanical features of the production
parts and installation for the specific lightning tests. Adequacy should be
justified by the applicant and receive concurrence from the FAA.

It is recognized, and the process is encouraged, that exploratory 1lightning
tests are conducted early in the development cycle. These development data may
be considered for certification purposes, if the development parts and simulated
installations meet the criteria stated above. If it is contemplated that
development test results will become candidates for certification data, adequate
advance notice of this approach should be given to the FAA for their review and
acceptance. :

(C) Schedule FAA witnessing of the test.
(D) Conduct testing.
(E) Submit a final test report describing all results.

(F) Obtain FAA approval of the report.

Par 3 7



AC 20-136 3/5/90

4. LIGHTNING INTERACTION WITH ELECTRICAL/ELECTRONIC SYSTEMS.

a. Induced coupling.

(1) Lightning electromagnetic (EM) energy can couple into the interior
of a vehicle via various penetration mechanisms (e.g. antennas, apertures,
diffusion, etc.). The internal EM energy produced by Tightning will be imposed
upon cables, equipment, and circuit wiring. Voltage and/or current transients
can result at interconnecting wiring interfaces of each individual piece of
system equipment/line replaceable unit (LRU). The principal mechanisms which
generate induced voltages and currents include EM fields and structural IR
voltage coupling. In general, transients appearing on interconnecting wiring are
determined by the external lightning environment, airframe geometry and
materials, wiring methods, and physical and electrical characteristics of the
interconnecting circuits.

(2) Both the currents flowing on the conductive structure of the
aircraft and the transients induced on wiring and cables may show oscillatory
components. The parameters of the oscillatory portion of the transient are
related to the electrical length of the aircraft and/or cable and to the waveform
of the excitation source. When the aircraft is exposed to a lightning transient,
cables may be excited into electrical resonance and an initial oscillatory
response may occur. The oscillations will damp out, in general, within 10 to 20
cycles. If the cable and/or aircraft are electrically long, this oscillatory
response will dominate the total response.

(3) The oscillatory response is sometimes referred to as the
homogeneous, natural or free response. It will always be present, to some
extent, in the total response. :

(4) The other components in the total response are referred to as the
fundamental or forced responses. These responses will follow the excitation
source (i.e. lightning current) waveform or will follow its time derivative, and
will be significant in circuits utilizing the airframe as return and/or those
installed within nonmetallic aircraft structures. Derivative responses will also
be significant in circuits exposed to lightning related magnetic fields.

b. Effects of induced transients. Induced transients may be characterized
by voltages impressed across or currents flowing into circuit interfaces.
Equipment interface circuit impedance(s) and configuration(s) will determine
whether the induced transient(s) is predominantly voltage or current. These
transient voltages and currents can degrade system performance permanently or
temporarily. Component damage and system functional upset are the primary types
of degradation. Component damage is a permanent condition while functional upset
refers to an impairment of system operation, either permanent or momentary (e.g.,
a change of digital or analog state which may or may not require manual reset),
which may adversely affect flight safety.

(1) Component damage.
(i) Devices which may be susceptible to damage due to electrical

transients are (a) active electronic devices, especially high frequency
transistors, integrated circuits, microwave diodes and power supply components,
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and (b) passive electrical and electronic components, especially those of very
low power or voltage rating; (c) electroexplosive devices such as squibs and
detonators, and (d) electromechanical devices such as indicators,. actuators,
relays, and motors.

(ii) Damage mechanisms for electronic components subjected to
electrical transients include dielectric breakdown and thermal effects which can
result in semiconductor junction, resistor, and interconnection failures.

(iii) The voltage at which dielectric breakdown occurs is a function of
the material and its thickness. Breakdown can occur in all types of insulating
layers if the voltage stress is high enough and applied for a sufficient time
(pulse durations). In the case of electronic components, it may occur as surface
breakdown or as internal breakdown. The voltage at which surface breakdown
occurs is a function of the material and environmental cons1derat1ons such as
humidity and altitude.

(iv) Thermal effects result from transient current flow which forces
the dissipation of excessive energy in the component. This is a major cause of
semiconductor failure. Thermal effects can also cause resistor burnout,
spotwelding of relay contacts, and detonation of electroexplosive devices.

(v) Interconnection type failures can occur due to induced electrical
transients which increase the temperature sufficiently to melt metal surface
connections, beam leads within integrated circuits and the wire in wire wound
resistors.

(2) System functional upset.

(i) Functional upset is primarily a system problem. Permanent or
momentary upset of a signal, circuit, or a system component can adversely affect
system performance to a degree which compromises flight safety. In general,
functional upset depends on circuit design and operating voltages, signal
characteristics and timing, and system and software configuration. Systems or
devices which may be susceptible to functional upset due to electrical transients
include (a) computers and data or signal processing systems, (b) electronic
engine and flight controls, and (c) power generating and distribution systems.

(ii) A lightning flash is often composed of a number of successive
strokes, referred to as a multiple stroke flash. Although multiple strokes are
not necessarily a salient factor in a damage assessment, they can be the primary
factor in a system upset analysis. While a single event disturbance of
input/output signals may not affect system performance, multiple signal
disturbances over the flash duration may affect safety of flight. Since these
sequences of transients can occur at all input/output circuit interfaces
simultaneously, redundancy alone may not control upset. Control of upset effects
can, however, often be achieved through a combination of circuit, systems, and
software design techniques. Repetitive pulse testing and/or analysis should be
carried out to evaluate the response to the multiple stroke environment. The set
of waveforms defined in Appendix III represents the external multiple stroke
environment and provides a practical set of waveforms for evaluation of these
systems or devices. The resultant internal threat depends on the vehicle
geometry, installation configurations, materials, shielding, etc. An analysis or
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test needs to be performed in order to obtain the resultant internal environment
that would be utilized. See note on Section 2.1 of Appendix III.

(iii) In addition, in-flight data gathering projects have shown bursts
of multiple, low amplitude, fast rates of rise, short duration pulses also
accompanying the aircraft lightning strike process. While sufficient energy may
not exist in these multiple bursts to cause physical damage effects, it is
possible that indirect effects resulting from this environment may cause upset to
electronic systems. The representation of this environment is a repetition of
low amplitude, high peak rate of rise, double exponential pulses. -A multiple
burst waveform encompassing these characteristics is defined in Appendix III and
is intended for use in an assessment of functional upset of the system. Again,
it is required that this environment be translated into an internal environment
in order to be used. '

5. MARGINS AND VERIFICATION METHODS. A margin is often incorporated to account
for the uncertainties involved in the verification process. This margin is
defined as the difference between the ETDL and the TCL as shown in Figure 1. The
magnitude of the margin required is inversely proportional to the confidence
which is placed in the verification methods being used. This "confidence" is
usually acquired by the extent to which it has been demonstrated that the
verification techniques produce credible results. In some cases a margin ratio
of 2 to 1 has been considered acceptable for an analysis that has either been
supported by full scale configuration testing or is sufficiently mature to
warrant confidence without testing. If verification is based on established
similarity to another installation, the original margin is usually acceptable.

An acceptable margin, which consists of the difference between the ETDL and
the TCL within the aircraft wiring, is an essential element in the compliance
process. The analysis that provides the data which establishes the credibility
of a margin may have to account for the various approximations and idealizations
made in the analyses and any other factors that could produce an unacceptable
error in the determination of the margin. »

6. MAJOR ELEMENTS OF VERIFICATION COMPLIANCE.

a. The translation of the external environment into the internal environment
involves application of elements a., b. and c. delineated in Paragraph 3. These
activities, as well as those associated with the translation of the internal
environment into the equipment interface currents and voltages, comprise the
system level assessment of the aircraft electromagnetic (EM) response to a
lightning strike and are essential elements associated with showing compliance.
These activities could involve analyses using large software systems developed
especially for an aircraft lightning assessment and aircraft tests that consist
of injecting current (often at reduced levels) into the aircraft skin and
measuring the internal environment. From the perspective of
electrical/electronic equipment, the objective of this assessment is the
determination of the electromagnetic environment occurring at the equipment
boundaries (e.g. current/voltage waveforms and magnitudes appearing at equipment
interface circuits).

b. The specific nature of the lightning induced current/voltage interface

transients (actual transient levels) will be a function of the aircraft lightning
interaction (e.g. external environment, attachment points) and may be determined
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by aircraft tests, analysis or a combination of both. The testing of a
production aircraft at the full threat level defined in Appendix III is not
always practical because of (a) pulse generator limitations, (b) personnel
safety, or (c) aircraft availability. A purely analytical approach is difficult
to substantiate and may require an appropriate conservative margin.

c. In Tlieu of testing a production aircraft at full threat, the
injection of relatively low current levels into the aircraft skin is an
alternative test approach. Three examples of test techniques for low level
current injection are (a) double exponential pulse, (b) swept continuous wave
(CW), and (c) damped sine wave. Experience has shown that, in general, the
aircraft EM response associated with an aircraft lightning interaction involves
linear processes and the result of a pulse test or a swept CW measurement or
damped sine wave test conducted on a full scale vehicle at reduced levels, as
discussed in Section 2.3 of Appendix III, can be extrapolated to determine the
transient response to a severe strike. It may be useful to determine both open
circuit voltages and short circuit currents to characterize the transient
waveforms appearing at equipment interface circuits.

d. Nonlinear processes may be present (e.g. arcing between adjacent conduc-
tors, arcing across joints and apertures) during an aircraft lightning
interaction. Nonlinearities, if present, would be a principal problem associated
with the extrapolation process. In general, nonlinear effects tend to reduce
resulting equipment interface transients but enhancement is also possible.
Nonlinear effects may not be experienced during low level testing but should be
anticipated and accounted for in the verification of compliance process.

e. The flow chart shown in Figure 2 outlines a process for determining the
transient control and equipment transient design levels for an
electrical/electronic system. These transients will usually be characterized by
an open circuit (i.e. unloaded) voltage waveform, a peak voltage amplitude, and a
peak short circuit current amplitude. The chart illustrates the iterative nature
of the analysis and test cycle that may be needed for new designs. It shows that
tests and/or analyses must usually be made early in the aircraft design cycle to
obtain preliminary estimates of actual transient levels in wiring and the
equipment transient design levels of system electrical or electronic components.
This usually takes place during or immediately after selection of the airframe
materials and interconnecting wiring methods, which constitute the basic
lightning protection design. It is then possible to make initial selections of
TCL and ETDL (waveforms and amplitudes), and the margins that separate them as
discussed in Paragraph 5. If certain systems or components are not compatible
with these levels, additional protection may be designed and applied to the
airframe, interconnecting wiring or the equipment, and the process repeated until
a ccmpatibility between TCL, margins, and ETDL is found. For some systems, the
initially established TCL and ETDL may have to be modified.

f. Usually, the TCL and ETDL will be established based on the capabilities
of one or more key systems or components. Other components associated with the
same system or subsystem are then required to conform to the established ETDL,
and other interconnecting wiring is required to conform to the established TCL.
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Since major electrical/electronic systems are comprised of components
that are distributed throughout the aircraft, verification of compliance relative
to function upset involves considering the overall lightning environment to which
the system is exposed. Function upset can be a particularly important issue for
digital processor based systems. Systems of this nature are designed to process
data using signals having a pulse format and can respond to the electrical pulses
in aircraft wiring produced by lightning. The upset of a digital processor is a
statistical event and single pulse testing would not be adequate.

h. Following the determination of the internal environment response to the
external environment, the current/voltage waveforms and levels that comprise the
equipment transient design requirements can and should be established. In
general, the waveforms for the transients will be one or more of the forms shown
in Appendix IV. In the case of the multiple burst environment, one possible way
to provide pulses for a test would be to use a chattering relay. The chattering
relay should be arranged to generate bursts of pulses at equipment interfaces
similar to those resulting from the multiple burst environment.

i. When an assessment of upset is being performed by analysis and/or test, a
description of the system architecture, including hardware and, where applicable,
software procedures for handling data may be necessary. Such a description
should clearly establish the reasons why a particular electrical/electronic
system will not experience functional upset when exposed to the lightning
environment. '

Jj. The final step in the process shown on Figure 2 is verification. Here,
the ability of individual systems and components to withstand the established
ETDL is verified, usually by qualification tests. The adequacy of protection for
interconnecting wiring is also verified, by comparison of actual transient levels
with the TCL.

7. MAINTENANCE AND SURVETLLANCE.

a. When dedicated protection devices or specific techniques are required to
provide the protection for a system or equipment on an installation, the periodic
maintenance and/or requirements for surveillance of these devices or techniques
should be defined to ensure the protection integrity is not degraded in service.

b. Items which rely on shield and connector electrical bonding, sealing
materials, grounding jumpers, structural foil shield liners, etc., require an
evaluation and determination that proper identification is provided to prevent
degradation or accidental removal during normal aircraft maintenance that could
negate or eliminate the designed protection.

c. In addition, the use of devices which may degrade with time due to
corrosion, fretting, flexing cycles or other causes should be avoided where
possible or dedicated replacement times identified. If sacrificial devices are
utilized the capacity or number of multiple lightning strikes that any device can
withstand while maintaining the design level of direct and indirect effects
protection should also be identified.

d. The techriques and time intervals for evaluating or monitoring the
integrity of the system protection should be defined. Built-in test equipment,
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resistance measurements, continuity checks of the entire system, or other means
may need to be identified to provide periodic surveillance of the system

integrity.
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